
 

 

Can a Paper-And-Pencil Cipher Compete With DES, AES And Their Like? 
 
I fancy this could be a Gaussian challenge, or reminiscent of the Greeks' exercises for 
what you can do with a compass alone (as opposed to a compass and a ruler).  But apart 
from its game qualities, this question has practical dimensions.  If you could 
encrypt/decrypt without computers, you could do so blazingly fast with them.  So I take 
the liberty of posing this challenge to my fellow cryptographers.  Is there a limit to how 
strong a pre-computing cipher could be? 
 
Curiously enough, I think I have a positive answer to the title question.  A cipher based 
simply on the duality of representing a path within a graph.  One representation would list 
the ordered vertices that are visited by a traveler on the graph, and a corresponding 
representation would list the traversed edges in order.  The path is the same, the 
representations are different.  If the vertices are designated by letters of a given alphabet 
(the vertex alphabet), of any desired number of letters, and the edges emanating from 
each vertex are designated by the same or different alphabet (the edge alphabet) then the 
very same path can be described in two different ways.  One, who is in possession of the 
graph and also in possession of one way to describe a given pathway on it, can readily 
express the same pathway using the other way.  So, if we regard the graph as the 
cryptographic key we can use it for encryption (translating from vertex alphabet to edge 
alphabet), and for decryption (translating from edge alphabet to vertex alphabet).  Alas, 
without having the graph (the key) such translation is highly intractable, and can be made 
impossible. The published article (***) offers some more technical details how to insure 
that any plaintext sequence can be translated into a travel path, please review it. 
 
By using a 4 letter alphabet for the vertices (X,Y,Z,W), and a 4-letter alphabet for the 
edges (U,D,R,L:  up, down, right, left) one could build any size/shape two-dimensional 
key, even as small as A, B and C: 
 
                                           Z 
                                           Z Z 
         X X Y           Y Y X             Z Z Y Y 
    A  = Z W Y      B  = Z W X X      C  = X W Y 
         Z Y Y           Z Y X X           X Y Y 
                             X X X 
 
And at-will concatenate them in any which way.  Any plaintext written with this 4-letter 
alphabet would be regarded as a "travel guide".  The resultant travel path would be 
defined through the four allowed edges:  up, down, right, left:  UDRDULURDD.... 
 
When I first toyed with this idea I have bounced it with Shamir, Biham, Hugo and others, 
and admittedly got no much encouragement.  In 2002 I published the scheme, (***) and 
recently received a US patent for it (*).  Many of you downloaded the free study software 
(**), but I still have to wait for any orderly cryptanalysis.  Some colleagues have 
intimated that it "smells" too much like Vignere, Beuford, or Autokey, neither of them 
holds water these days. 



 

 

 
Eli Biham and Ron Rivest quickly pointed out a fundamental vulnerability to chosen 
plaintext and more so to chosen ciphertext attack, given the attacker can use a small 
graph, then step-wise increase it, and eventually map the entire graph (key). 
 
However this vulnerability is completely countered by mimicking of sorts, the natural 
encoding (DNA). 
 
Instead of creating one long pathway described by the full length of the plaintext, one 
would slice the plaintext to random-length sections, and map each section on a randomly 
selected starting vertex.  The randomness that determines the section size and starting 
point may be generated from a seed.  The seed would be attached to the ciphertext which 
would be a concatenation of the encrypted sections. 
 
The seed would generate an indefinite source of randomness by treating it as an input to 
the same graph (key).  Since in this graphic cipher the ciphertext is somewhat larger than 
the plaintext, one could use it in a recycle mode, and generate an endless bit stream. 
 
The reader would use the attached seed to generate the same randomness from the key, 
and use this randomness to properly slice the ciphertext, and find out where on the graph 
to start mapping each graph-section (to generate the corresponding plaintext section).  
When these sections are concatenated the plaintext is fully reassembled. 
 
This procedure voids the original chosen-ciphertext vulnerability, and I, for one, cannot 
see any attack more efficient that brute force where all possible graphs are tried.  And 
since the graph can be of any (secret) size and shape, and its size does not affect the 
encryption or the decryption speed, it appears that indeed it affords at-will intractability.  
As to equivocation or deniability:  A graph that does not intersect can be mapped to any 
plaintext of choice! 
 
And exactly because I cannot see anything better than brute force, I come through with 
this narrative challenging my peers. 

Gideon Samid (samidg@tx.technion.ac.il) 
 
(*) US Patent Reference: 
http://patft.uspto.gov/netacgi/nph-
Parser?Sect1=PTO1&Sect2=HITOFF&d=PALL&p=1&u=/netahtml/srchnum.htm&r=1&f=G&l=50&s1=6,823,068.WKU.&
OS=PN/6,823,068&RS=PN/6,823,068 
 
(**)Free Study Encryption Program: 
http://www.agsencryptions.com/daniel/dnlnotes.htm 
 
(***) The published article below may be requested from mail@agsencryptions.com 
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